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Sensing

Redundant peripherals for sensing

DAC to ADC loopback check

ADC Input Signal Integrity Check

Voltage and Temperature
Monitoring circuits

Communications

Gb EtherNET Switch w/ Physical Layer
Fault Detection, Timeout Monitoring
and Packet Loss Statistics

100 Mbps Fast Serial Interface (FSI)
with built-in diagnostics

MCAN w/ TX FIFO error forwarding
UART w/ error detection in all modes

Common Bus Architecture w/ access
management using firewalls

Processing

Dual lock-step CPUs w/ Compare

HW Logic Built-in-self-test and
Performance Monitoring Unit (PMU)

All SRAMs w/ ECC and
Programmable Memory BIST

Programmable Real-Time Unit (PRU) &
Industrial Communications Subsystem

Hardware Security Module (HSM) w/
independent (firewalled) M4 CPU,
RAM + Crypto accelerators

Spinlock: OS kernel for HW assistance
in synchronization of processes

Vectored Interrupt Module (VIM) w/
programmable, prioritizable input
interrupts
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Actuation

HRPWM w/ built-in self-check and
diode emulation mode, TRIPZONE

Monitoring of ePWM by ADC
and/or eCAP

Common Cause &
Dependent Failures

Selective peripherals CLOCK gating,
soft RESET & Dual Clock Comparator

PLL Lock profiling, slip detector and
Windowed watchdog (WWD)

Error Signaling Module to aggregate
safety related events and errors

Disable unused ADC channels,
DMA triggers and event sources

POR monitoring and level shifter loss
detection

Lock Mechanism for control
peripheral’ s registers
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