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2-1 LB SR 7 HARA Fll2 et B

[ HARA: Hazard Analysis and Risk Assessment \ ( Safety Concept Assessment \

-
Identify all SIIT_l AS_IL Define Safety Goals Define how to Identify components Define safety
hazards classification of to mitigate hazards support the need to implement requirements at the
hazards 9 Safety Goals Safety Concept component Ievel

SIL hazard classification is based on Consequence, Frequency,
Possibility of failing to avoid, and probability of unWanted occurrence
ASIL hazard classification is based on Severity, Exposure, & Controllability SIL | ASIL requirements must be met at the system level which allows
system integrator flexibility in defining component level requirements

Y

Safety Goals can mitigate multiple hazards; the highest

rated SIL | ASIL hazard defines the Safety Goal ratin
\S —— 2/ S ~/
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7 HARA 7t feeh | RN G E# 204 SIL | ASIL VIS —. SIL | ASIL S5l | 13 XU i
K, F 2B R, 1IEC 61508 &— MMEH T 247k (B4 TR ) MThae b | ZbriEE LT
SIL 7. 1SO 26262 prifiE L T ASIL 52k |, %50 e TRk, EFrdE T2 52 (IEC) 61508 5 1SO
26262 At H bRl , (B TR R iR AN 2 A B R b

76 IEC 61508 ' , fR¥E C JG i (4 NS ) o FAIRMEBTR ] (2 M5 ) - P KRB RrE e aEM RN (2
AL ) R W RANELE T REME ( 3 NS ) XA T A EEAT T2k, Tk, MK 3-1 FLLF
UG B A P G 2 20259 SIL 1 % SIL 4 ( SIL 1 I E KR &K ) -

W, W, W;
No
Ca . . No No
» | Special Safety Safety
Safety Re Re
Req. 9- q-
No
= > SIL1 Special S:fgty
A Safety Req
Starting point for = b Reg. No
risk reduction Cs ;B_)_> Special
estimation SIL 2 SIL1 oty
Fe Pa Req
FA F)B
Cc —>| siL3 SIL2 SIL1
Pa
Fg
E P
c A }—» SIL4 SIL3 SIL2
D
Pa
Fa Single
Pa | Safety SIL4 SIL3
" | System not
sufficient
C = Consequence risk parameter (Cabeing the least Consequence)
F = Frequency and exposure time risk parameter (Fabeing the least Frequency and Time Risk)
P = Possibility of failing to avoid risk parameter (P being the most possibility to avoid)
W = Probability of the unwanted occurrence (W, being the most probable)
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C1 C2 C3
E1 Qm Qm Qm
E2 Qm Qm Qm
S E3 Qm Qm ASIL-A
E4 QM ASIL-A ASIL-B
E1 Qm Qm Qm
E2 Qm Qm ASIL-A
52 E3 QM ASIL-A ASIL-B
E4 ASIL-A ASIL-B ASIL-C
E1 Qm Qm ASIL-A
E2 QM ASIL-A ASIL-B
53 E3 ASIL-A ASIL-B ASIL-C
E4 ASIL-B ASIL-C ASIL-D
S = Severity: How severe is the injury due to the hazard (S1 being the least severe)
E = Exposure: How likely is the hazard to occur (E1 being the least likely)
C = Controllability: How much can the driver do to prevent injury (C1 being the least controllable)

AT PR AE 40 3

& 3-2. 1SO 26262 f&E 5 FAERE

NIEEFRE SIL | ASIL %45 , w8 L ea s, BaEFERKE SIL | ASIL EEfabr e X #%/KF. IEC 61508
1 1SO 26262 #RK i Fe i 2R A Ay 5 SCRT 3252 KBS G ) — /N i & U ME P S 48 bn . B S8 ( FIT , Failures In
Time ) & XCNiz4T 109 /NI (( BIIEAT 10 42AN/NIE ) 18] B P 4D i e a4
FEARFT A MR A R M B EE |, RIS A FE ], a2 A e is . Al H 2 4t . R

AN Hh ) 2 e OB« SN S 01 S B e P AT AL N 1 B S P i S B R AR SR A I S (1 S e, iR A
RIS W FA RS A S e A, T DLE I R 2 WA 2 WA I, AT A5 AR SR B AT

% 3-1 f1Z 3-2 7 7 IEC 61508 SIL F1 1SO 26262 ASIL [E &5 #r.
% 3-1. IEC 61508 SIL FEi5tx

HFT =0 HFT =1
SIL 2% (B KR4 ) PFH SFF PFH SFF
SIL 1 < 1000 FIT =60% < 1000 FIT <60%
SIL 2 < 100 FIT = 90% < 100 FIT = 60%
SIL 3 <10FIT = 99% <10FIT = 90%
SIL 4 TeikisF <1FIT = 99%
#* 3-2.1S0 26262 ASIL EEEFr

ASIL %55 PMHF SPFM LFM
ASILA < 1000 FIT PG R E
ASIL B <100 FIT = 90% = 60%
ASILC < 100 FIT = 97% = 80%
ASILD <10FIT = 99% = 90%
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IEC 61508 #5#:1#i F§ PFH (Probability of Failure per Hour) , BI4E/INGE R AAME R | 245 /NI RAG I H H976: 15 e 8
#. SFF & %4035 4t (Safe Failure Fraction) , F7R A 70 SR AR H 1 e [ b 75 BT e 28 wp B o5 1
st

5 PFH E &L, 1SO 26262 {1 PMHF ( il {4 FEHL K% &6 Hr , Probabilistic Metric for random
Hardware Failures ) 7 A4 HI G 205E B8 %5 ETEHr ( SPFM |, Single Point Fault Metric ) 24401
IEC (%) 61508 SFF. IEC 61508 F1 1ISO 26262 Z [A]ff) = Z X il 2 — 72 , 1ISO 26262 Friftifs N 1 ¥ 75 Hi e fE B HR bR
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TETFAGIN Y LEM |, FALE ARAS I ] A6 I (g i i 74 2 B oA 7 okt LFM FE R dibe , 20K AR (12 i i 1 H o
DA E Z RO WA T 2 .
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BRI RS E T RS ARG Bh JPR SRR AR RS A 25N | JF @ IR T I KR
FEFFGBREE . ROV RT DAEETF R I BETHISIE R B I8 PR IR | P DIZAH iR2 R G sl

PG b, E I RS S R SRR |, AT DA RGP D B F . SIL | ASIL RS R A AL L H
ASKEFE I IR R | A UL AUESF AN B AR P AR AR, MR b IR G ds. A T2 IEC
61508 A1 I1ISO 26262 M1 RGthHE JJER |, TI R T — AW 4 IC R AniE |, HbriE & m o 58 = 77 VP s
TUV SUD KAIE. 2K Tl 2 &AM RINERE S | 152 MR %4 E T,

HRGMWMEARR , BEYLEEA T A0 BE | HE DUE D . B REERIITROR . 2 AR R
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5 AM243x. AM64x : &4l

Tl 1] AM243x MCU #il AM64x AbFEZs RF1 2L H TESF L) Asitb N (B gwmiEgEss#s (PLC). HHl
. TAEE MRS N ) X FTh R 2 R8s F R~ . AM243x FIl AM64x 251 HA ZFhasfFigmi , B/
B SIL-2 FEAL = RE /1 ( <100 FIT KA H M faf i ) 1 SIL-3 RGiThAe. fERAHH , U 5IMNB b4
G LR, AM243x Fl AM64x R 1Bl 2 Gu 48 i LB sk SIL-3 HFT = 1 (554, B4 (HFT) =1 %o, &)
i 7E B SR SR OIS L R, ARG AT DURRF 22 & AN 2 4 TRk .

T FE SIL-2 BENL K REEE S8R , AM243x Fl AMG4AX | 2l %42 Wr. 2824z 3 35, W& 5-1
FT7R o

Safety Diagnostics

Hardware Diagnostics Software Diagnostics Hardware + Software Diagnostics

Diagnostics supported in hardware.
Software may or may not be needed

Diagnostics supported by software.
Require CPU support and often need
to meet critical timing requirements.

Diagnostics require hardware and
software support. Minimal CPU
support requirements.

for initial configuration, but not
required after configuration.

& 5-1. ZALKIHRE

AM243x FI AM64x |z A8 F (1) — AN 12 Wi 9] 2 S R RS IR XURS f il ( SECDED |, Single-Error Correcting
Double-Error Detecting ) 5% 1E , FI T AT AM243x fll AM64Ax F FA 7 ftias. B4 8, XA TRIE 1
REAFAE AR | JFAGIN 2 £ H A5 5l 3 [ fEfl Atttz JHid AMB4Ax. AM243x 4R (5 A1 (ESM) B & A il
PRSI | $RAE— AN R B AR S RS0, ESM REH % 8™ 5 R T 028, I H I RN R 1)
Wi 1 EH 2R GL AR R B AT gm0 T N 3R T AL 5K e A R B (K 6-3) BN, M CPU AL Rkt S 2 fn/
BARAR S T

PRI TLARIES: ( CRC , Cyclic Reduction Check ) A& AFZWiI— A nfil. CRC i FH T 518 15 W 45 SRA I 2
AR R . ARYEAER AT B B CRC M |, ARG 7EH O BB v B . W RS R IC D |, D0 H50ds v A%
i R AUR . RGE R IR R S R IR

UEAh , AM243x F1 AM64x BAREM + B2 iR . WERE [ 11T ds sl 2 X A2 W 2R i — A sl .. BT
I 2R AE ST S R T, AWIZRETT AR BIR . il s A8 is 1T — MEF |, R e A MG 11
TR &, AIBE BT SERI% . WREB TR ZAIFERIE |, MEGEABESOB0E , FEEMIFE T 24k

&

BN o

DL R TIOABRRSS- 7T & SIL A1 ASIL bR 2 LRI AR Z 2 Wi B — /N3R5 . B % AM243x F1 AM6B4x 37
BRI A2 W 52 351 % 1S RIIRE L AT M. B, REERE DS ARl | Sk
SEHE , WS TCIRIE R H bR SIL | ASIL £
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6 AM243x., AM64x )} %4> MCU F1 FFI 3§

AM243x Fll AM64x ¥tic#5 BB L FfEfitas f AR A LR 2 2 Arm® Cortex®-M4F AbPEES . it & N4 MCU
Mz 4zi@IER , b MCU v T 45 FALFREL |, T E REIhAE %4 B A A B bR SIL 24, S AN %4
MCU Hitt , R4 MCU A [ 28 8t A R /N A A 25 1]

M5 A4 MCU g5 &I | AM243x. AMG4x A BT KRG S m 240N SIL-3 HFT = 1 I R 4.
BN AN 224 MCU 1T DICH RGe38n— 2 2 AR 2545 BE 0. AN %24 MCU $UTHIIRI I ZhRE |, AH B AE R BR:
gE . IR H AN R E R AR WA XRETFESARR , B A —ANIUA % &8 IE S0 2 Z s I8 R
GE T 24N

6-1 Bn T —Fm@EE AN 24 MCU 23 SIL-3 HFT =1 fEgi A1k, B 6-2 B THRAMARS , HEF—
N4 MCU &£ F) AM243x. AM64x HHl 4] 2591,

Motor current, speed, and position feedback

y

AM243x,AM64x .| Power Stage > Motor Motor and
Controller (FETS or IGBT) » Encoders
! Safety Cross Stop Motor
Safety MCU Check | Safety MCU Channel B
Channel A | Channel B
Stop Motor
Channel A
B 6-1. #HEAMIB 4 MCU [ SIL-3 HFT =1 R4
Motor current, speed, and position feedback
A
AM243x,AM64x
Controller
Power Stage 2 Motor | Motorand
»| Encoders
Satety MCU . (FETS or IGBT)
Channel A
Safety Cross Stop Motor
Check Safety MCU Channel B
Channel B
Stop Motor
Channel A

& 6-2. A ERMIMBLSE MCU [ SIL-3 HFT =1 R4

fEBAN 24 MCU |, %24 MCU £ 515 s AR 2R a3 i ATRE = . SEi& 4 MCU 75248 A LA E T4k
( FFI, Freedom From Interference ) i A K; %24 MCU 5 A BSIR B . FFI 248 KRG THH N EZ A0 7%
A 0] BeAFAE I M S AN AR G 5 FRI & — i e .

AM243x 1 AM64x 1 7 K Il B Fr b 224 MCU , A R 3k A B IS AN IR 224 MCU (384T BR 7B
KEGZAL, G AT Bk fre7 22 42 MCU M3 [ il FIHIE . 24224 MCU A5 B SN, 28 it
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I fe e WERTHIN SE RS SE B AT RN (R ag A ), IBGH S 55, TR 1k 22 A m i
R 224 MCU #i5E EHCR IEW 1217, W MCU REBSTELRRFIZATIRZS I [R5 4 52 A7
6-3 o 1AM AM243x. AMB4x %4 MCU LUK RIR I B AL AT 2 Al kbRl o R AR SROMEPERS IR INS | AT

DL LA AR S A R IR EE 1IC (PMIC) B AR KIE(E S |, KJE 3 AM243x. AM64x #fF5c W &
7.

4 )
AM243x, AM64x Main Domain
(ARM Cores, Memory & Peripherals)

( )\
AM243x, AM64x
Safety MCU, Safety Channel

4 N\
Cortex M4F 2x UARTS

400MHz 2x12C
2x SPI

\ /L J

M . 4 N\ \

ain
. 256kB Memory
Domain Up to 23 GPIOs with ECC / CRC
Reset
\ J/ \L J
4 N\ \
Device Reset |«
Diagnostics > <
Safety Error |y
. J . J
|\ J
g J
K| 6-3. AM64x. AM243x }i b4 MCU
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7 WAL TR

AM243x il AM64x Z ¥ yPhsr 24t % ( SEooC , Safety Elements out of Context ) kT % . SEooC &7k
LT T & R %4 B RS2 1T 7 Nt e SC R IIRe L &8t . TP R —4> SEooC #8441 LA s RCF A w8 Al
Ba, BONXFE AT LA SR SRR 2 AR N A 24 Hhr. BT AM243x Fll AM64x 5 75 32 RFBh 7 T 2 ity
MMsheg 24, NI IE H 2 REPAR K IFEE RGHIRMETE | Wil 8 tE e SIL 22, Bl ,
AM243x Fil AMB4AX 1 — N RG AR A , FUREI A A0 e 4% #F mT LU MCU |, Al MCU & 15
Mo A BB TR 8 ) PMIC J2 SRS ] F A W 42 50 & B 7.

AM243x. AMB4x Z 4 FH Mt T RGR KK 5285 Z 2T MR TIHERKeE gl E. RiERgGE
R4 Bhs , AT Bt BT A A2 W @ i, AT AT S R 2 B & B AR RN A
.

8 TIRE R EBHREN R
T1 B BEC R SCRE AR SR P % P SE LT e 4 F AR . 2% 8-1 Bt T AM243x. AMBAx Thfit i &% , JF FLixth
R TIRGEIN DI RE 2 AR TR T R b

® 8-1. IREBT M P HIThRE R & BT

REFH hie e T HIEMA T2 Wohae. Bk, diCRseiiferg. @& LT TI A% HEU K& SEooC
RGBT BRI B TR
FMEDA R AL T (FMEDA) id& T SIL | ASIL i8R |, it REERF TR T L

R (WS A BT P EE ISR EGIRZE . TIRREEIZ. FE S DhRem s AT ) X
I PR AR RS W e HEAT R, DL RGNS 7 o ST .

RESHRE YA 8 T 7E FMEDA A 4E H 8 58 LA B F AR #4512 7 FH a2 il FMEDA 178 &,

Thie & A i AW (SDL) IR B IS 22 415 Wi ShAS IR AL T 30 EEAN AP 3 01, 3R T A sl R
I EC B ARAY DL R AS [R] B Ay e 5. AM243x. AM64x SDL f8H% ciliid TUV SUD #) SIL-3 A
o

REFIERN RS SAVERE SIL-3 , HFT = 1 ‘L4535 % &M TOV SUD &

L s ST ) FIR{E R . AM243x. AM64x 58I Z4INIE)G |, AT JE NDA EMEEAE AM243x F1
AMBAX 7= i SR IR AL

« AM243x : MySecure %415 in] HiiF
« AMG64x : MySecure Ihifit % 4=V Il Fi

AR T IDIRE 2 47 AR DI RE Z R R IRHIME N 41, WS R DIRe % 4 0.
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ERFRNRREH
THERHFREEEARNTEMELE (8FRER ) . RUTAR (8F2E)1) . MARHEMRTTEN, METE, R22EEMEMER ,
FRIEXAREETREEMATRERNER , SFETR T EH Y., EREARFENER SR FRIBEME =5 MR=RNHERIE
XEFRAEER T @B RITORETRAREA, SFBTREUTE2HRE : (1) HNENNARFESEN TIF R, (2) ®it. B
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