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1. Jacinto™ 7 b E 2R H] ITAG RN

7E T HOHT—4X Jacinto™ 7 AR FRZS 5 A, N T HRIER P BAR RG22 4= LR ThRERS R, RN B3 I8 A0 =
B, SHILLRMIBR, TI AR —B Jacinto™ 7 KK SoC 5 #2477 HS Chigh security) FJith 287, b HS
& VEGN T R AR ] 2% N B T Jacinto™ 7 High Security Device Development.

1M ITAG VE NN RTF A R b b A A e 1, AN ITF & BL = S R A B, RS AT AS R AL 7,
M50 20 = it JTAG #: DX P2 KRG T B N TG AR 5 . B0 X R E, 78 GP AT HS (O i, JTAG #%
HEAANEAPR, FE 1FmR:

R LARS R FE ITAG AR BARZS

SRR SR M3 JTAG R% HeBD ITAG RE
General Purpose (GP) GP Open Open
High Security (HS) HS-FS Closed Open
High Security (HS) HS-SE Closed Controlled

HAp AT B 1, BT LLEH T TDA4X UL DRA82X ZFIFTA HS &6, N E MR LU R, AR
T DRA821 EVM JF & LA X DRA821 RTOS SDK8.2 KT/ 1. BIEHR BT &N S1E HS-SE s J Hh sSEELT JTAG
Fdl, BETTARIE RS 2 4 DL B A E

2. JTAG Debug Unlock FIWEFh 52 Fe & Fl 5 it

— MRk, Jacinto™7 K HS-SE &%) SoC ', W1 3R 1 fian, M3/MAF #%:0LHT ITAG BRAR P BEANBEFT I,
MR DMSC A% 0o (1) %2 4, BETT R UECS B YR B B B i 22 4o T T e %0y, il RSF/AT2/DSP %645,
Af LA TS JTAG Debug (1975 28 Mgt DL 75 28 S ARS8 P8 A 5 R SEEILXS JTAG Il A SO A 4 Fh 5 14
JTAG i F13E4T Lock/Unlock:

JTAG Debug )8 L in g 8 7 S i ELHN 2 MZ O BLIR I xB09 UEFREAT B4, A HAEISAT I AR Fr N B EL %
BEAT XS JTAG RUINBIUMEET, T SEBLN ITAG Rz Had T )5 3900k 7 i R 75 R A HL R 0 B AR HEAT S 5
BT AT .

JTAG Debug FSER RS =N E B e B R G ERK JTAG #H7815E, SR)FIET AT JTAG HEi# TISCI £
J7 R A R R I ABHIE TS, AT SEI 48 A% 0 JTAG TS, (O THE, S48 (% JTAG 8.
o [T )5 9046 1R 75 SR EL X B3 AG SO 538 32 BRI R 85

SRR, AN TR IR BTT 5, SNSRI e, A IR A EIEE H s MR,
S ENNMEUTT AL RTS8 TAE L2 B fay .

3. JTAG Debug BL&INBY TR

FrAAE HS-SE {7 AT Y binary, # 7R EMRAR AT AN A W IER 1847, BARBITREE AT BAZ2% N H T
“SPRADO4” HHfI%E — 25, 1] JTAG Debug &5 £ N8 W2 75X % 08518 binary HEAT25 42 0% A2 B x509 HiE -5,
IS L E UE T Y debug extension Sk 1% B X RIA% 0 JTAG Debug AR . BL SBL A, 1E
Ipackages/ti/build/makerules/common.mk SCAH, 247 & A 54T make sbl_mmcesd_img_hs 4% SBL i, i Nk
BAX SBL #7454 -1 B debug extension B IR .

$(SBL_CERT_GEN) -b $(SBL_BIN_PATH) -0 $(SBL_TIIMAGE_PATH) -c R5 -I $(SBL_RUN_ADDRESS) -k $($(APP_NAME)_SBL_CERT_KEY) -d DEBUG -j DBG_FULL_ENABLE -m
$(SBL_MCU_STARTUP_MODE)

Hr “DBG_FULL_ENABLE” fREBINK SBL IZIT %L, B MCUL_0 [¥] JTAG Debug 1 & A full, EF4THF
X RiAZ L A debug BCRR,  EP TGRS & MR L n Beik i, EPERIA JTAG Debug W& ACH, BIfmNS. R A
ARG SO 9 15 DL B8 44 i f v, T ad o ax A 7 skt ITAG HEAT BRI B9 42 Bt /gt
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4. JTAG Debug K SZE N85 &

T2t e, ERN ey Zh, nTRIE eBARE JTAG Z28UIRE . L) DRA821 SBL A, £
SDK8.2 ', 7£ SBL ¥ Makefile H1 2R\ 2B & x509 1iE 1511 debug extension I 15 B H o FULL AR, EP MCU1_0
JTAG enable IR7, B AT 204 H Ae 04T ¢ H MR debug extension, 2ahin & patch Frs .

HR, TEELEREBCE S, W E HONSTRFINBSER iR JTAG Debug, X FE 5 S2 14T SER X JITAG 3%
Hl A meAE R, Hekshw R patch s

FerpAg & allow_jtag_unlock 45T Ox5A fRE SCRFAMEHEAT SIS (¥ ITAG unlock, 417 HC B N ERIAAS SCRFAM Sy
(1 JTAG unlock, ['E 0. [FF:H, JTAG Debug HH B AR i G HUE LUK O R & SUINTR 3 2 iz

F 2 IREME XA security SHCE K Ui B

subhdr u32 Magic and size for integrity check

allow_jtag_unlock us Set to Ox5A if runtime jtag unlock is allowed.

Set to 0 otherwise.

allow_wildcard_unlock ud If this field is set to 0x5A, the same debug unlock certificate will work across all devices
where it passes the remaining checks.

Set to 0 otherwise to enforce UID match before jtag unlock The X509 certificate must
contain the UID of the device being unlocked in the designated field

allow _debug level rsvd usg Reserved field. Currently unused. Set to 0.

Jacinto7 FXEHS S5 4 117 ITAG JiEaHE s 4
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This field can be used in the future to control the level of debug allowed with a certificate.

rsvd u8 Reserved field. Currently unused. Set to 0.

min_cert_rev u32 Minimum revision value that must be contained in the debug unlock certificate for it to be
accepted. Use this field to enforce rollback protection for debug unlock certificates. Set to 0
if you do not wish to use this field.

jtag_unlock_hosts us(4) Hosts allowed send jtag unlock message via TISCI

Set one of the entries to 128 if jtag unlock must be allowed for all hosts.

TEARSC A8 ITAG INfEeiH, R FEE RN unlock JTAG iETFTFFRI AT, AR M nE T ILEe B ok
H SOC ¥ & 52 Fr A8 JTAG #1E.

4.1 JTAG Debug K32 B8 i fE

AN BB JTAG SRARBIT R AZ 0 ITAG TRIABBRET, & 26 Z0k itk i H A5 & ANS.1 BEIU i x509 iiE Fi4%
iz DMSC, DMSC £ fi##t it x509 iF+, 415 UID, revision 2545 B Iifilid 2 J5, 4 4% JTAG Debug #:47

Xof B2 RO R o R R R o 1] 1 s
allow_wildcard_unlo

Ox5A

R 1%x50010F Py
DMSC

DMSCR B 5 A
x509 Extension

0

=z

Revision #&fSmatch

DMSCIE B2 15
Rev Extension

v
Y W
4 3 debugilf i e e
A 2 H Elextension coreDbgSecEn
v FHEAT R R IR 5B,

DMSCH 4 HTx5091iF
Frffjdebug extension
B 1 JTAG Debug FI7E £k SLit fRBIR AR

4.2 B x509 WRIEHEE

a1 E LR, EhRERE /N eigiEd DMSC /7, il &I UID, revision Z5K:56 1) x509 iF 1,
MEARIES 2 /T, 107 ZE % ANS.L IR 'S — AN ECE S XFEA B8 CRAIE AR R 1R 30IE T BE 8 DMSC
ERRSFFHATEE. WF AR, JN7E DRA821L H1 1K) x509 1R IE 5 Ee B S AR
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ERERERRE, EARREGHAFE (TDA4X B DRA8X) , ZREk[E—ith K P& HIAE UID & F i, B TASFEIRZ O
(R5F/A72/DSP) 1] JTAG Unlock AUBRACE, & AR TN [debugl RN EIHATH K. Nk [debugl Hi
VUANAC B S0 UL K % B R AT 18— A4
a. UID 3REX
UID S0 FAREFS B ik —J6 k&, 7€ Jacinto™ 7 gk, Hok 256bit [ 64 A 16 kI Ekg . — Bk,
RELUID W 5754 =
> 1E UART boot i Fifiit MCU UART 3REL, FH&5d A 155 .
> FIH dbgauth T Hi@ il iy 247 3K EL
> FIH TISCI fEAS - 3REL TISCI_MSG_GET_SOC_UID

Hrp g —FpIEal 228 N T “SPRADO4 “Hh 55 DY & 45 3R I, 75 B4R 1 SE IS RF UART boot BRI LA
FKEL MCU R5F 18 [ log.
HA S g, BAEAR 5.4 /N E, SRR TSR

=M S W TISCL T, 75 EES A TISCI Message SKIFEL UID, 7 RIEFEAR, — BTt
N ERFREL UID R,

RN G Fitldls B ST RASHEFIL —BW . ERNE UID 2)5, Ak Eis] [debugd BT
deviceUID " EIF] . JEARTREXA UID 52 AISKILHL 4.1 S35 18 1 i UID 15, R UID Kl 2 Ja, A= #T T
P HIRR B E

b. DebugType At B J&E T

DebugType A—> 32bit ¥, H:r ik 16bit %7y debug level AR FH], & 16bit H BT NRE A, BRIAECA: 0 B
Al. M debug level FHAE B SO RE 2 SLANEE 3 Fio:
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https://www.ti.com/lit/an/sprad04/sprad04.pdf
https://software-dl.ti.com/jacinto7/esd/processor-sdk-rtos-jacinto7/08_04_00_06/exports/docs/pdk_jacinto_08_04_00_21/packages/ti/drv/sciclient/soc/sysfw/binaries/system-firmware-public-documentation/2_tisci_msgs/security/runtime_debug.html#get-soc-uid
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2 3 debug level BUE K H A& X
Enumeration name Value Meaning
DEBUG_DISABLE 0 Disable debug
DEBUG_PRESERVE 1 Preserve current setting by locking registers
DEBUG _PUBLIC 2 Enable debug at public (non-secure) user and privileged level
DEBUG_PUBLIC USER 3 Enable debug at public (non-secure) user level only
DEBUG FULL 4 Enable full debug (both secure and non-secure privileged and user levels)
DEBUG_SECURE_USER 5 Enable debug for both secure and non-secure at user level only

EARSCN Y, B0 H SR E A FULL, ERE — H I x509 BIAA R, K2F JTAG 1E secure zone DL &
non secure ] zone # 4T .

c. coreDbgEn BZ B JE N
coreDbgEn 2 il ik £44% .02 ] non-secure debug ¥4 4T7F, LA Processor ID (/41 , UL DRA821 A, F
PN BT A AL T 2% 4% 00 ) processor 1D 1R 3 4 Fin:

F 4 DRA821 & N EBALFE B #% 0o XF B 1D BUE

Processor ID Processor Name

Location in SoC

0x20

A725S0_COREQ 0

COMPUTE_CLUSTER J7VCL_TB_VDC_MAIN_0 MSMC_EN: (Cluster 0 Processor 0)

0x21 A72SS0_COREQ_1 COMPUTE_CLUSTER_J7VCL_TB_VDC_MAIN_0_MSMC_EN: (Cluster 0 Processor 1)
0x01 MCU_R5FSS0_COREO J7VCL_MCU_SEC_MMR_MCU_0: (Cluster 0 Processor 0)

0x02 MCU_R5FSS0_CORE1 J7VCL_MCU_SEC_MMR_MCU_0: (Cluster 0 Processor 1)

0x06 R5FSS0_COREOQ J7VCL_MAIN_SEC_MMR_MAIN_0: (Cluster 0 Processor 0)

0x07 R5FSS0_CORE1 J7VCL_MAIN_SEC_MMR_MAIN_0: (Cluster 0 Processor 1)

7 coreDbgEN 1, ¥ AT A I 7 EAEGENT core U Z1 B AT, DL 4.2 Z 45 I BC B AR %, coreDbgEN fH % &
4 0x202101020607 = PkHE — B JTAG AL B AR, 2% A72_0, A72_1, MCU_R5F0, MCU_R5F1, MAIN_R5FO,
MAIN_R5F1 7NAMZ ) ITAG AR 4= 3 4% e e B A= %%

d. coreDbgSecEn Bt & J&E
coreDbgSecEn il L4 4% 0 ¥ secure debug #54%FTFF, LA Processor ID (0%, UL DRA821 A, H AN
B R AL TR 38 4% 001 processor ID [FRER] S K 4 Fis .

4.3 @it x509 Ao B SRR X509 E I 4

FERN GARSE T R BT SeBC B SIS, 7 ZA8 ) openssl SRAE RO REfF) X509 HETS, 8 FH B S #35 EHx hiE 15
BEATREAL, A REDRAE MRS BEAON ML) HS-SE #1482 Il AT »

| openssl req -new -x509 -key k3_dev_mpk.pem -nodes -outform der -out debug_unlock_cert.der -config x509template_Neo_UnlockJTAG.txt -sha512 |

Hop “-key” Ja i ZRFFAIF R I HS-SE MR T H RS I E PR FF 30 “-out” JE IS B Hs 42 s x509

UEFS SO

“-config” BRI NFEA L 4.2 /N5 TR B B G B S

LEARZE B debug_unlock_cert.der ST A Jim S ISR SIS A 1es A v FH - I gt/ Bt kg AiE 5 5041
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4.4 CCSIFBEK dbgauth T A

TEAE R SE B AR AT e BRI B S 2 )5, BRI AN JTAG XF JTAG Debug i T3 47 SE i ingi /g, Horp
PC ¥ 1) T2~ CCS H i ZH 4+ T A dbgauth. JF &k A I 75 2424& CCS, il %3 CCS 9.3 RHZ Ja A :
https://www.ti.com/tool/CCSTUDIO

ZHRTEE S, R D IO A B R

> EPxES A 288 CCS configuration J£EAT launch, BB W 228 SDK Guide, 58X J5 &1

~/.til<ccs_version>/0/0/BrdDat/ H 5% T % B I AL B S ccBoard0.dat .
> [ERERY, CCS %352 Jn dbgauth T. B £xfF<ces install>/ccs/ces_base/common/uscif/ H3% T o
> HEMA AT A dbgauth J& 52 #F Jacinto™ 7 &5 SoC (1) K3 22k, Al Fik{E4 il .

$ ./dbgauth --help

--mode 3 = SUPPORTED TARGETS: All Keystone 3 devices

2, PC o IE IR R e e

4.5 FIFEB#ATER JTAG 81

BT 4.4 /NG, WIS dbgauth T HORIKHEL & UID, DAACSER R4 JTAG S5, B2 4.1
NPT R SBL LA TIFS J8E] boot media H1, itk MCU1_0 PLJ& DMSC C& IE R BT K, FIan3ki UID
i 2 LA AT BN
wangli@Ubuntu18:~/ti/ccs1011/ccs/ccs_base/common/uscif$ ./dbgauth -c ~/.ti/ccs1011/0/0/BrdDat/ccBoard0.dat -x xds110 -s cs_dap_0 -o getuid -m 3
Using board config file: /home/wangli/.ti/ccs1011/0/0/BrdDat/ccBoard0.dat
UID = 9190a27f5a03480cad48edd288f4efa3b6462294588a6e610c3a5dflcla3e651

BE i@ CCS B MCUL_0 %D Toib =), BINERAR) JITAG BL &N lock IR#4 .
JERE 5.3 /NI A R AAE B EEAT JTAG 8 i i & S AT BN

wangli@Ubuntu18:~/ti/ccs1011/ccs/ccs_base/common/uscif$ ./dbgauth -c ~/.ti/ccs1011/0/0/BrdDat/ccBoard0.dat -x xds110 -s cs_dap_0 -0 unlock -m 3 -f
/home/wangli/Documents/J7/17_SDK/J7200/unlock_JTAG/debug_unlock_cert.der

Using board config file: /nome/wangli/.ti/ccs1011/0/0/BrdDat/ccBoard0.dat

Successfully opened certificate file /home/wangli/Documents/J7/J7_SDK/J7200/unlock_JTAG/debug_unlock_cert.der.

Read 1544 bytes from certificate file /home/wangli/Documents/J7/17_SDK/J7200/unlock_JTAG/debug_unlock_cert.der.

The target device is unlocked.

TELPAT 5 LIk TEL )5, JTAG Debug MIABRKG#EFTHE, mILL@E S CCS X MCUL_0, MCU2_0 S5#% Lt ATiE %
—HRTFEB G, KT XEEE ITAG INESIERPRAS, XFEAT LI SR BRCIRES P i e, e
% debug I A BN N AZ L2 o

5. B4

Jacinto™ 7 G VRN T o —RIR 4o b B8y, HHE TRt RRAE S, A B SRt 7
GP VLK HS Wi R A, FH A AIEMH GP & F I RSERUG, M HS & R B S IR T = g rs, IXFRRE
e i RFERE LARIER P 5 RGBSR 22 4. T JTAG ME NIRRT, 2 RGN UA &R 2 R BE 1 A0 342
M, Haz 2V RRER RS EE, AT A48 2 20N AR 8 LA K 78 2 i i B P 28 B8 SEIRTE AN R A B R 1)
JTAG #ill, SEEL T Jacinto™ 7 ik HS S i 1) JTAG Iy 3a il o

6. 2% CHk
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https://www.ti.com/tool/CCSTUDIO
https://software-dl.ti.com/jacinto7/esd/processor-sdk-rtos-jacinto7/08_02_00_05/exports/docs/psdk_rtos/docs/user_guide/ccs_setup_j721e.html
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1. TDA4VM Jacinto™ Processors for ADAS and Autonomous Vehicles Silicon Revisions 1.0 and 1.1 datasheet (Rev.
J)

2. DRAB829/TDA4VM/AMT752x Technical Reference Manual (Rev. B)
3. TDA4 PSDKRA User Guide.
4. TDA4 PSDKLA User Guide.
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https://www.ti.com/lit/gpn/tda4vm
https://www.ti.com/lit/gpn/tda4vm
https://www.ti.com/lit/zip/spruil1
https://software-dl.ti.com/jacinto7/esd/processor-sdk-rtos-jacinto7/07_03_00_07/exports/docs/psdk_rtos/docs/user_guide/evm_setup_j721e.html
https://software-dl.ti.com/jacinto7/esd/processor-sdk-linux-jacinto7/07_03_00_05/exports/docs/devices/J7/linux/index.html
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